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Open Source as digital infrastructure:
Needs regular upkeep and maintenance

e Everybody uses open [ == !

. How one programmer broke the
Road S source code: internet by deleting a tiny piece of
o o Fortune 500 companies poc?le
and Brldges: o major software companies

o startups
o government
@)

ur Digital Infrastructure

¢ |[f undermaintained:
» Risks for downstream users

» Slows down innovation
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Creating sustainable open source communities is hard

In some ways harder today than ever before

... because of how open source has
changed

/!\ Today: more problems than
CAUTION\ solutions




How has open source
changed?



Change #1: GitHub standardized the practices

e Git version control e GitHub Ul e The Pull Request model
@_ ¥ Fork 11,965
.:'- F;{l%?your own copy of rails/rails to your account @ @
n_u:k 5
-,u:’

e Lower barrier to entr
_ _ y =P  More production
e Easier to contribute



Change #2: More open source now than ever before

e Explosion of production in the past seven years GitLab @ 5
GitHub imports to GitLab are still going up!
#movingtogitlab see
about.gitlab.com/2018/06/05/git... for an
update.

= ° h b GitHub Imports Qp GitLab
\ g!(EIAL CH)ING u B it b u C ket

6 million

users

(March 2019)

4:31 PM - 5 Jun 2018




Change #3: High level of transparency

e Profile pages for users and projects

e Rich inferences about people’s
expertise and level of commitment

e Impacts collaboration, but also
recruiting and hiring

o (Dabbish et al. 2012), (Marlow et al. 2013),
(Marlow and Dabbish 2013)

Popular repositories
[J breakfast-repo

] x86-kernel
a simple x86 kernel, extended with Rust

Q

[ jsconf-2015-deck

Contributions [ Repositories 3 Public activity [l ©-

a collection of videos, recordings, and podcast...

Repositories contributed to

npm/d
208 % & npm/docs 4%
The place where all the npm docs live.

e ] mozilla/publish.webmaker.org

2%
The teach.org publishing service for goggles a...

e B npm/marky-markdown 104 %
npm's markdown parser
artisan-tattoo/assistant-frontend

32 % g artisan - - sk |

[ caolan / async

<> Code Issues 21 Pull requests 6 Projects 0 Wiki

Async utilities for node and the browser http://caolan.github.io/async/

javascript  async  callbacks

{1,629 commits ¥ 11 branches © 72 releases

EZREADME.md

@Watch~ 721 sk Star 23937  YFork 2,203

Insights

22 206 contributors s MIT

1 3SYNC M

build [passing | npm v2.6.0 gitter HOIMERAEN xamples 26348 jsDelivr 1407k hits/month

Async is a utility module which provides straight-forward, powerful functions for working with asynchronous JavaScript.
Although originally designed for use with Node.js and installable via npm install --save async , it can also be used

directly in the browser.




Change #4:. Complex socio-technical ecosystems

>
-
.\
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Can be brittle

How one programmer broke the
internet by deleting a tiny piece of
code




Change #5: Increasing commercialization and
professionalization

e Historically e Currently
» Mostly community-based projects o Lots of commercial involvement

(Python, RubyGems, Twisted) m Companies (Go - Google, React - Facebook, Swift - Apple)

m Startups (Docker, npm, Meteor)

A %& @& METE\R
pgthon @ Twisted < & docker m

e 23% of respondents to 2017 GitHub survey: job
duties include contributing to open source

[t


http://opensourcesurvey.org/2017/

Change #6: High expectations toward the quality,
reliability, and security of open source infrastructure

e Equifax (market cap $14 billion) built products Eo}:uiraé conﬁrmﬁ ApacI:OI‘Ie Strl;ts ﬁecErity flaw
) . ) t is t
on top Of Open_source Infraé‘l}ruclture’ ITtk:we?c:mepanytsoaidpthae ﬁarcklws\/ulnoerabﬁ:?vaes exoproiteigy hackers.

. .
I n C I U d I n g ApaC h e Struts 5@3 By Zack Whittaker | September 14, 2017 -- 01:27 GMT (18:27 PDT) | Topic: Security

e Equifax did not make any contributions to
open source projects

e A flaw in Apache Struts contributed to the
breach (CVE-2017-5638)

e Equifax publicly blamed (with national news
coverage) Apache Struts for the breach

https://www.zdnet.com/article/equifax-confirms-apache-struts-flaw-it-failed-to-patch-was-to-blame-for-data-breach
/



Change #7: High level of demands & stress

e Easy to report issues / submit PRs

o Growing volume of requests
12

e Social pressure to respond quickly

o Otherwise, off-putting to newcomers  (Steinmacher
et al. 2015)

e Entitlement, unreasonable requests from
users:

o “I have been waiting 2 years for Angular to track the
‘progress’ event and it still can’t get it right?121”

o “Thank you for your ever useless explanations.”
o ..

E scala / bug
Code @ Issues 1,854 Pull requests 0 Security Insights
Filters ~ is:issue is:open © Labels 82 -

® 1,854 Open 9,703 Closed Author ~ Labels

® existential type bound check fails in value class EJICERIE valuecla
#11562 opened 5 days ago by kailuowang Backlog

@® Abstract type member instantiation causes illegal cyclic reference c
fixed in dotty

#11560 opened 7 days ago by odipar

® Poor behaviour in s.c.i.HashMap#merged (2.13.0) has PR library:collec
#11559 opened 7 days ago by NthPortal 2134




Change #8: Low demographic diversity

* Gender representation * '@

reality *
e

2
2

Q\\
|=lstackoverflow SSOC.MCO.,R

€. Go gle =.

open source
10.9% 18% 16.6%

— . 5 \i\

e Expectation ﬂ}m Q

“More about the contributions to the code
than the ‘characteristics’ of the person”

|“Any demographic identity is irrelevant” |

|“Code sees no color or gender” |

« Perceptions of Diversity on GitHub: A User Survey. Vasilescu, B.,

Filkov, V., and Serebrenik, A. CHASE 2015


http://stackoverflow.com/research/developer-survey-2015#profile-gender
http://alyssafrazee.com/gender-and-github-code.html
http://www.google.com/diversity/index.html#chart
https://goo.gl/nT4YiI

Aside: Why should you care about gender diversity?

Productivity Inclusivity helps

boosts everyone
g DIVERSE TEAMS ARE MORE PRODUCTIVE!

02 %%
,»0@ % - ) .}

Other confounds held fixed, higher team diversity
(gender & tenure) is associated with increased code
production (commits per quarter),

But small effects!

» Gender and tenure diversity in GitHub teams. Vasilescu, B., Posnett, D., Ray, B.,
Brand, M.G.J. van den, Serebrenik, A., Devanbu, P., and Filkov, V. CHI 2015



“Going farther together: The impact of social capital on

sustained participation in open source”
Qiu* et al, ICSE 2019

* Thanks to Sophie Qiu for slides



Skewed gender ratio: more than 90% of the 0SS
population is male

Active Contributors in All Public Projects

600 - -0.18
All unknown —o— Among all
All male —a— Among core

500 - mmm All female -015

-012
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Research scope - binary gender, GitHub

Male
dQ
/ Female
Unknown
17 (low confidence)

Gender diversity = Women + Men
A simplifying assumption: gender is binary



On GitHub, women disengage earlier than men

After one year ca. 70% of men are still active but only ca. 60% of women

1.00
—I Gender

H Male
0.754 =f= Female

s
""""

Survival probability

0.00-
0 12 24 36 48 60
Time in months



Low gender diversity as a challenge to OSS
sustainability: limits contributor pool

APACHE  OpenSSL

SOFTWARE FOUNDATION

20TH ANNIVERSARN|

19

https://w3techs.com/technologies
/history overview/web server

(Greenstein and Nagel, 2016)



https://w3techs.com/technologies/history_overview/web_server
https://w3techs.com/technologies/history_overview/web_server

Low gender diversity as a challenge to OSS
sustainability: harms project success

CHI'15, Seoul, South Korea April 23, 2015

Results

Productivity Gender diversity
(#ocommits/quar ter)

Lo C

Turnover (fraction team
new wrt. prev. quar ter)

@b_vasilescu @baishakhir @MarkvandenBrand @aserebrenik @devanbu @vlfilkov [Va5||escu et al" 2015]



Low gender diversity as a challenge to OSS
sustainability: limits opportunities

Employers (and job seekers) use open-source
experience to make inferences (or form (Marlow et al., 2013)
impressions) about a candidate’s technical skills.

/*for How to write up open-source
experience when you don’t have

. MORE any

Career advice for developers

https://codeformore.com/how-to-write-up-open-source-experience-when-you-dont-have-any/



Minorities face bias and discrimination.

A B
Insiders Women Il Men Outsiders

90 [ G—
2
o]
@C 80%
(]
o
c
s
=%
8
< 70%

60%

Gender'—Neuual Gcnc'icrcd Gender'—Neutral Genc'iered

[Terrell et al., 2017]



Social capital theory for sustained participation

Bonding social capital: Bridging social capital:
benefiting from strongly connected network benefiting from network with diverse info

Willingness to continue Opportunity to continue
(Coleman, 1990) (Burt, 1998, 2001)



H1: more social capital ~ more prolonged engagement

Bonding social capital: Bridging social capital:
benefiting from strongly connected network benefiting from network with diverse info

Willingness to continue Opportunity to continue
(Coleman, 1990) (Burt, 1998, 2001)



Cohesive network might foster discrimination and exclusion




H2: Teams with more diverse information ~ more
prolonged engagement, esp. for women

Information diversity should %
N

reduce the risk of demographic-
based echo chambers.




Large-scale mixed-methods study

J?
g —Y 8= —&
m —_— —_— — m —_—
GitHub Filter: Sample  Balanced sample COX.
1+ commits 300,000 ~30,000 F regression
Full name users ~30,000 M

|

o — s

Small sample ~ Survey’’
1,000 users 88 replies




Bonding social capital — Team Familiarity

TIME

Project A

(de Vaan et al., 2011, Lutter 2015)



Bonding social capital — Recurring Cohesion

TIME

Project C

Project D

—

h IO
or
JNRE
)
e

(de Vaan et al., 2011, Lutter 2015)




Bridging social capital — Language Diversity

TIME

(de Vaan et al., 2011, Lutter 2015)



Bridging social capital — Share of Newcomers

TIME

Project X .
rojec Project X

Project X

——
WA
) 2 oy
bR
Lo

\ / \
h \
<> <>

End of
data

(de Vaan et al., 2011, Lutter 2015)



COX regression model

Contributor Time Social capital Control variables

'?..::.‘;é)i 2008 Jan — Mar Team familiarity Project size
=40 Vr— Recurring cohesion Project owner
-;g@g Language diversity

Share of newcomers

Team familiarity Project size

Recurring cohesion Project owner
Language diversity

Share of newcomers

Team familiarity Project Size

Recurring cohesion Not project owner
Language diversity

Share of newcomers

2008 Jan — Mar

2009 Apr —Jun



H1: more social capital ~ more prolonged engagement

1.00 7 ——

:%;:Q;::;-¢L-¢LLL
¥ SSaansssess o
GitHub

i
E
S
|
2
G 0.50-
©
=
= Recurring cohesion
w .
~+ High
0.25-
—+ Low
33
0.00-
T T T I T T
0 12 24 36 48 60

Time in months



H2: Language diversity interacts with gender

Survival difference between contributors with high and low
language diversity

0.08-
GitHub

0.06-

0.04-

Gender
m= Female
Male

0.02-

Difference in survival probability

34

0.00-

0 12 o4 36 48 60
Time in months



“Ecosystem-level determinants of sustained activity in

open-source projects: A case study of the PyPl ecosystem”
Valiev et al, FSE 2018




g Mentimeter

How do you screen open source libraries to make
sure they would still be maintained in the future?

Other Bt
How long the library already exists o
Platform support (Scala version) "y

Few transitive dependencies e

Code quality & style )
Activity on Gitter (Q&A) et
Freshness of dependencies B

| don't sk
Company support / sponsorship [ i ]
Reputation of maintainers it
Number of forks L
Documentation guality and quantity T
Has major 1.x release; release cadence IS
Number of maintainers .

Issue tracker and PR activity NOte- tOp factors are
Rich commit history (active development) a” are prOjeCt-leV6|
Number of (active) contributors

Popularity (stars, downloads)
Recent commits

0% 5% 10% 15% 20% 25% 30
Percentage respondents
ge resp & 290



But projects are often part of larger ecosystems




Transitive downstream dependencies are ..........

I have a
problem

g!aFP¢uniPy

J.mport numpy

Pandas

S

import pandas

Let me help!’

Interviews V

' \
« Ecosystem-Level Determinants of Sustained Activity in Open-Source Projects: A y

Case Study of the PyPI Ecosystem. Valiev, M., Vasilescu, B., and Herbsleb, J.
ESEC/FSE 2018




Transitive downstream dependencies are harmful

I have a
problem } Survival models
5 Early stage: -12% survival
Nu Long term: -27% survival
mport numpy Interviews:
e |ess likely to fix
Pandas ® just as likely to complain
imp‘}t B Let me help!’
Interviews 14
/ A
" Gase Study of the PyPI Ecosystem. Valev, M, vasiesdu b and Horosion 5. torge

ESEC/FSE 2018



Commercial involvement is ...........

I have a
problem

K.

Let me help!

4

Interviews

« Ecosystem-Level Determinants of Sustained Activity in Open-Source Projects: A
Case Study of the PyPI Ecosystem. Valiev, M., Vasilescu, B., and Herbsleb, J.
ESEC/FSE 2018



Commercial involvement is harmful

I have a
problem Survival models
4 Early stage: -51% survival

!‘3 X 2 Long term: -15% survival
B e
67 o BN

- @ Interviews:

® more resources
¢ but can withdraw anytime

Let me help!

Interviews

J

« Ecosystem-Level Determinants of Sustained Activity in Open-Source Projects: A
Case Study of the PyPI Ecosystem. Valiev, M., Vasilescu, B., and Herbsleb, J.
ESEC/FSE 2018



Take away: Network effects!




“Mining Email Social Networks”

Bird et al, MSR 2006




Email social networks are scale free

Number of Participants

10 31 100 316

3.1

%)
1=
(]
o §
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o) ©
o) 2
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o [}
Qo
o oo ;
o z
o
o o)
o
o
[ I I I T
3.1 10 31 100 316

1

Out Degree

100 316

31

[
1

I
3.1

10 31 100

In Degree

Out degree is an indication of status, as it indicates the number of different
people who replied to the ego’'s messages.
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“Latent Social Structure in Open Source Projects”

Bird et al, FSE 2008




Do 0SS projects have some latent structure?

Are there dynamic, self-organizing subgroups that spontaneously form and evolve?

Hypothesis 1 — Subcommunities of
participants will form in the email : @{;i
social networks of large open source O\é{

projects and the levels of modularity
will be statistically significant.

Figure 1: A network with strong community structure.
Modularity, the measure of strength of community structure,
which ranges from 0 to 1, has a value of 0.493 for the given

division of nodes in this graph.

46



Two types of discussions on the development mailing lists

“Product” — development activity, function interfaces, APIs, bug fixes, feature
implementation, etc.

“Process” — policy decisions, high-level architectural changes, release plans,
licensing issues, and admission of newcomers.

Hypothesis 2 — Social networks constructed from product-related discussions will
be more modular than those relating to non-product related discussions or all
discussions.

47



The subcommunities should be related to the software engineering
activities in a meaningful way.

Hypothesis 3 — Pairs of developers within the same subcommunity will have more
files in common than pairs of developers from different subcommunities.

Hypothesis 4 — The average directory distance between files committed to by
developers in the same subcommunity will be less than similar sized groups of
developers drawn different subcommunities.

48



Mining the developer mailing list archives and source code
repositories for a set of popular 0SS projects.

Name Apache Ant Python Perl PostgreSQL
Begin Date 1995-02-27 2000-01-12 1999-04-21 1999-03-01 1998-01-03
End Date 2005-07-13 2006-08-31 2006-07-27 2007-06-20  2007-03-01
Messages 101250 73157 66541 112514 132698
List Participants 2017 1960 1329 3621 3607
Files 1092 7682 4290 13308 6083
Developers 57 40 92 25 29
Commits 28517 58254 48318 92502 111847

Table 1: Information on the data gathered for the projects studied.



Finding community structure

“To find and quantify the latent community structure that exists in the OSS
networks, we have created a variant of the Newman algorithm.”

50



Finding community structure

“To find and quantify the latent community structure that exists in the OSS
networks, we have created a variant of the Newman algorithm.”

3.1. Bridge removal

Key idea: Find links with high betweenness and remove them.

Link betweenness defined similarly to node betweenness centrality in previous
lecture — fraction of shortest paths that run through that link.

Link betweenness should be higher for bridges than for links inside a cluster.

36
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Finding community structure

“To find and quantify the latent community structure that exists in the OSS
networks, we have created a variant of the Newman algorithm.”

Girvan-Newman algorithm (similar to hierarchical clustering)

52



Finding community structure

“To find and quantify the latent community structure that exists in the OSS
networks, we have created a variant of the Newman algorithm.”

Modularity

The difference between the number of links internal to all clusters and the
expected equivalent number in a randomized network.

Randomization strategy: maintain number of ®)

nodes and degree sequence, shuffle links. Q\ Q
=

@ O
U

(© (d)




Finding community structure

“To find and quantify the latent community structure that exists in the OSS
networks, we have created a variant of the Newman algorithm.”

The higher the modularity for a partition, the better the
corresponding community structure

OPTIMAL PARTITION SINGLE COMMUNITY

M=0.4
; M=0 ;

SUBOPTIMAL PARTITION NEGATIVE MODULARITY

M=0.22 ; 012 ;

54



Finding community structure

“Girvan and Newman'’s original algorithm [...] doesn’'t handle networks with
weighted edges. Our social networks contain weighted edges, representing the
number of emails exchanged between two participants in each time period. A high
number of messages between a pair of participants should increase their
likelihood of being in the same group.

[...] we modified our social networks by introducing one edge between each pair of
nodes per email sent between them (i.e. creating a multi-edge network) and
modified Newman's algorithm above to handle multi-edge networks."

55



Community structure exists

Boxplots of Modularity in Projects
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The community structure of Perl from April to June 2007/

avarab@gmail.com

vadim konovalov

xiao liang liu

R

D

tim bunce

ivan heffile : ’

sadahiro tomoyuki
andpehs j. koenj
joshua ben jore
9 aul johnson

[/

Fet)

david cantrell
david Iidgre
| brandon black
! jerry d. hedden
steve peters
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The distribution of modularity values for 100,000 random graphs
with the same degree distribution as the observed network.

Ant, April to June of 2006

Probability Density

0.0 0.2 0.4 0.6 0.8 1.0

Modularity
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Grouping into subcommunities is much stronger for discussions
directly related to the source code.

Modularity of PostgreSQL over time

o ]
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“From developer networks to verified communities: A

fine-grained approach” — Joblin et al, IGCSE 2015




Developer activity (a) recorded in a version control system at the
granularity of functions is abstracted as a two-mode network (b)

A Dev 1 Dev 2 Dev 3
File File 1 commit A!A
SAEEEE0N ey ___ L. N )
| [ o O A ww B vy
| S s
Funcion2 _ _ _
6 ————
£ commit | | L commit @ — e
N N T =] ] S
Dev 1 Dev 2 |Function 1 |Function 2
(a) Developer Activity (b) Two-mode Network

(Joblin & Apel, TOSEM 2022)
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https://dl.acm.org/doi/pdf/10.1145/3504003

File-based vs function-based community detection

Method O File-based (old) ¥ Function-based (new)

1.00 - :
50.75- %% O%@K g
S sk d # of ook o
20.25- * - % © % ®
O O :
e 0.2 | 0.4 0.6

Mean conductance

Fig. 2: Scatter plot of projects analyzed using both file-based and
function-based methods for two different revisions. A clustering by
crosses (left) and circles (right) is visible; the function-based approach
is able to resolve more significant communities without compromising

density.
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“Validity of Network Analyses in Open Source

Projects” — Nia et al, MSR 2010




0SS communication and coordination networks

“One can derive social networks from the online mailing list archives.
The nodes are the people sending messages on the list.

If a person A replies to a message from another person B, then there is an edge
connecting the node representing A to that representing B.”

64



Incorrect information flow due to temporal aggregation

How much temporal data aggregation can be tolerated before SNA results
become unreliable?

Fig. 1: The same topology, left, may apply to two different cases based on the order in which the messages were posted. If

t1 < to, then information can flow from A to C. But if ¢; > ¢» no information can flow from A to C 65



Information flow in the presence of inadequate or missing data

“ . . . Observed
Typically, social networks are derived Communication

from mailing list archives, using the
‘reply-to’ field in messages.

Unobserved /

[...] If B read’s a message posted by A, information Flow
but does not reply, then there is /

/
information flowing from A to B, but

there is no way for us to know that.”

Fig. 2: Observed communication (solid edges) is evidence of

TO What extent doeS missing data information flow from B to A. However, C may read B’s

message and B may have read A’s response, which indicates

influence SNA metrics? unobserved information flow (dashed edges).

66



It doesn’'t matter?

“We find that while transitive B Network Measures

faults can be as frequent as In this paper we use the following SNA measures.

50%, their frequency is highly e Number of 2-paths (2P) — The number of 2-paths
) ] through a node is a measure of local social status as

dependent on the time interval defined previously [27].

of aggregation, and that even o Betweenness Centrality (BW) — The betweenness cen-

when very frequent, they do not trality of a node is a function of the how many commu-

nication paths a node lies on and is often used a measure

. - of global social status [28].

analysis critically.” o Clustering Coefficient (CC) — The clustering coefficient
measures the local connectivity density, or local structure
in the graphs [29].

change results from SNA
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Summary

... to be continued

Tons of data and research
opportunities in OSS, join us!
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